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data protection & « efficiency

information security information gain
quantifies the amount of knowledge is gained
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cost(-risk)-gain tradeoff

economics 7

information gain
quantifies the amount of knowledge is gained




Is some cloud Al
more costly but
even more informative?

Is some local Al
less costly but
equally informative?
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o N @2

... for a concrete use case

Is some cloud Al
more costly but
even more informative?

Is some local Al
less costly but
equally informative?
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"ll DBFZ

... is defined by the relative entropy and thus
equals the Kullback-Leibler divergence, which ...

P(z|A)
P(z|B)

IG = H(A, B) — H(B) = Dia(PCIANIPUB) = [ do Plal4)tog

* is non-negative, asymmetric, and
« does NOT satisfy the triangle inequality
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bits of information DBFZ

image of a coin
444 x 444 pixels x 24 BPP (8 per RGB channel)
= 4731264 bits of data

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coins_of_the_Italian_Republic_(500_Lire)_silver_(Caravels).png, CC BY-SA 4.0
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bits of information

image of a coin
444 x 444 pixels x 24 BPP (8 per RGB channel)
= 4731264 bits of data

Heads or tails?
Head.
= 1 bit of information

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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bits of information gain

1 bit

information stateof / .-
maximum entropy

head | I I I | tail
0 0.5 1

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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bits of information gain

1 bit

-

L7 oo bits

head | I I I | tail
0 0.5 1

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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bits of information gain

1 bit

head | I I I | tail
0 0.5 1

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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bits of information gain

1 bit

1 bit

@ information gain is merely apparent
head | | | | | tail
0 0.5 1

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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achieved information gain (AIG)

RO
... is defined by the difference in relative entropy

with respect to some ideal reference information state

AIG = Dy (P({T)|PUIN)) = Dra (PCT)IPCIA)) = [ do PGl T) o

reference: T. EnRlin, Quantifying Imperfect Cognition Via Achieved Information Gain. ANNALEN DER PHYSIK 2025, 537, €2500057. https://doi.or: X

13

2026-09-30 KIDA KON 2026


https://doi.org/10.1002/andp.202500057

achieved information gain (AIG)

RO
... is defined by the difference in relative entropy

with respect to some ideal reference information state

NIG = Dy (PCIDIPCN) ~Dra (PCDIIPCA) = [ do PGalT)log 1)
—_
achieved = ideal — remaining

Sseae___--" % apparent

reference: T. EnRlin, Quantifying Imperfect Cognition Via Achieved Information Gain. ANNALEN DER PHYSIK 2025, 537, €2500057. https://doi.org/10.1002/andp.202500057
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bits of achieved information gain

1 bit

-

—00 bits

head | I I I | tail
0 0.5 1

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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bits of achieved information gain

1 bit

—00 bits
-0.68 bit

@ AlG is antisymmetric*

* with respect to the initial and final information state, not to the ideal reference one
| | | | | i
head | | | | | tal |

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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bits of achieved information gain

1 bit

—00 bits

@ AIG is antisymmetric* and additive

* with respect to the initial and final information state, not to the ideal reference one
| | | | | i
head | | | | | tal |

image source: Coins of the Italian Republic (500 Lire) silver (Caravels), by Livioandronico2013, 2017, https://commons.wikimedia.org/wiki/File:Coi
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iy o)

how to toss LLMs

“Is it legally sound?”



Q&A benchmark dataset

» general benchmark or
» concrete dataset; e.g.,
portfolio of documents

» utilise a supreme LLM
* involve experts
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Q&A benchmark dataset

» general benchmark or
» concrete dataset; e.g.,
portfolio of documents

» utilise a supreme LLM
* involve experts
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atomic information extraction

« atomise answers into indivisible
and self-sufficient statements
« compare by number

 utilise a supreme LLM as a judge
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Q&A benchmark dataset

» general benchmark or
» concrete dataset; e.g.,
portfolio of documents

» utilise a supreme LLM
* involve experts
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atomic information extraction

« atomise answers into indivisible
and self-sufficient statements
« compare by number

 utilise a supreme LLM as a judge
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LLM confusion matrix

L ED

a t-a
t atomic information in “ground truth”
found/TP missed/FN
h o0

hallucinated/FP | irrelevant/TN

a+ h atomic information in answer

22
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LLM confusion matrix

iy o)

a t-a
~ t atomic information in “ground truth”
found/TP missed/FN
h 00

hallucinated/FP | irrelevant/ TN

| J
Y

a+ h atomic information in answer
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LLM confusion matrix & AlIG

iy o)

3 (a supreme LLM-as-a-judge
B providing “ground truth”
found/TP missed/FN
h 0 .~ —’,/'
hallucinated/FP | frrelevant/Th mute LLM representing “null hypothesis”

t t+e £ e2(t + h + 3¢)?
AlIG = | — 1
t+ 3¢ Og?( - ) [+ 3¢ OgQ((t+35)(t—a+e)(h+s)

24

2026-09-30 KIDA KON 2026



answer mixture & AlIG

relative achieved information gain with respect to supreme model
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1.01

0.81

0.61

0.4

0.21

0.01

—0.2

e truthful (b = 0)

=== half-true (a = h), alternating R
—e half-true (a = h), grouped

==== compromised (a/h = 1:9)

==x= severly compromised (a/h = 1:99)

====== hallucinatory (a = 0)

0 250 500 750 1000 1250 1500 1750 2000
(a+ h) = number of atomic information in answer
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Gemini 3.5 Flash vs. Gemma-4 l"l' n@

» proprietary, cloud-scale * open-weight
« about 250B-300B (A10B-16B) + 26B (A4B)
* 1M token context window « 256k token context window
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 proprietary, cloud-scale
« about 250B-300B (A10B-16B)
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' ' l l DBFZ )
+ open-weight -
- 26B (A4B)

AIG = 2.85 bits (67.8 %)

These values are preliminary results. They have neither undergone rigorous quality assurance nor formal peer
review. Due to the high volatility of this work in progress, the final results may differ fundamentally, up to and
including the complete reversal or invalidation of current trends.
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'.ll DBFZ

The costs associated with Al are multifaceted;
in particular, the costs of data should be taken into account.

The achieved information gain (AIG) is a viable measure for
updates of information states with respect to some ideal reference.

“Compared to the reference Al ___, a conversation with large language model ___
leaves one with ___ percent of the knowledge (at ___ percent of the cost).”
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Tel.: +49 (0)341 2434-584
E-Mail: datalab@dbfz.de

DBFZ Deutsches
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